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Introduction



The Passwordless experience
PRESENTS

SSO to on-

premises 

resources using 

FIDO2 keys

Azure AD can 
issue Kerberos 
Ticket Granting 

Tickets (TGTs) for 
one or more 

domains. 

Kerberos Service 
Tickets and 

authorization 
continue to be 

controlled by on-
premises AD 

domain controllers.

An Azure AD 
Kerberos Server 

object is created in 
the on-premises AD 
and then securely 

published to 
Azure AD. 

Hybrid 

Edition

(*) https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-on-premises

with security keys



Introduction

Kerberos 101

Verifies identities of principals within an 
unprotected network.

Key Distribution Center 

(KDC)

Authentication Service

AS

Ticket Granting Service

TGS

Client

Server A

1. I’m Leandro I need a TGT

2. Here’s your TGT is you can 

decrypt it with your pass hash

3. Here’s my TGT. I need a ticket for 

Server A

4. Here’s your Service Ticket
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Based on the concept of symmetric 
cryptography.

Implemented using the concept of 
tickets.

krbtgt



Introduction

1. I’m Leandro I want to sign-in to my Windows 10 device 

with a FIDO2 key.

2. Azure AD checks the directory for a Kerberos server key 

matching the Leandro’s on-premises AD domain. 

3. Here’s you partial TGT and Azure AD Primary Refresh 

Token (PRT).

4. The client machine contacts an on-premises AD and 

trades the partial TGT for a fully one.

5. The client machine now has an Azure AD PRT and a full 

Active Directory TGT and can access both cloud and on-

premises resources.

Hybrid Kerberos 101

From docs.microsoft.com



Introduction

What is an Azure Kerberos Server? 

Object created in the on-premises AD replicated in Azure AD and not 
associated with any physical servers (it’s virtual)

Used by Azure AD to generate Kerberos TGTs for the AD.



What is an Azure Kerberos Server? 

Introduction



What is an Azure Kerberos Server? 

Introduction



The return of 
the Read Only 
Domain 
Controllers



It’s designed primarily to be deployed in remote or branch office environments, which typically 

have relatively few users, poor physical security, relatively poor network bandwidth to a hub site...

The return of the RODCs

So, what is an RODC?

An RODC is a type of domain controller that hosts read-only partitions of the Active Directory 
database

Except for account passwords, it holds all the AD objects and attributes that a writable domain 
controller holds. However, changes cannot be made to the database that is stored on the RODC. 

Read-only AD 
Database

Unidirectional 
Replication 

Administrator 
Role 

Separation

Filtered 
attribute set

Credential 
Caching 



The return of the RODCs

krbtgt_xxxxx

krbtgt_xxxxz

krbtgt_xxxxy

Allowed RODC Password Replication Group

Denied RODC Password Replication Group
Credential 
Caching 

From microsoftgeek.com

site 1 site 2



What are the issues with RODCs as they are typically deployed?

The return of the RODCs

RODCs are usually managed by a group of RODC administrators who are generally not protected at a high level.

RODCs usually cache more passwords than required.

Admin access to the 
RODC 

Dump cached 
credentials 

Administrators

Computer accounts

Jump to other systems

Silver Tickets

Dump SAM database
local Administrator 

account (DSRM account)
Jumping Access to DC

Have the same Directory Services Restore Mode password as DC  

>
> > >

>
>

>
>



Introducing a 
new attack 
vector



At this point we saw how Microsoft supports password-less authentication to on-premises resources for 
hybrid environments. 

Introducing a new attack vector

However, one question remains to be answered: What about the access to resources that use 

legacy protocols like NTLM?



Introducing a new attack vector



Introducing a new attack vector

Represents the encryption type 23 → RC4-HMAC. 

We are requesting the user's NT hash.



Introducing a new attack vector



Introducing a new attack vector

[MS-KILE]



Introducing a new attack vector

SSO to on-premises 

resources with legacy 

protocols

The NT-HASH is sent 

across the network  

We have a new credential 

dumping method in 

secretsdump.py 



Introducing a new attack vector

Key Distribution Center

TGS-REQ (KERB-KEY-LIST-REQ)

TGS-REP (KERB-KEY-LIST-REP)

The Kerberos Key List Attack

Idea

What do we 
need?

Attacker

RODC krbtgt

AES Key
RODC krbtgt ID

krbtgt_XXXX

target 

usernames

NT-HASHES

low privilege 

account creds

OR + +

Attack surface
Virtual RODCs (Azure AD Kerberos Server) + Physical RODCs

Targets accounts should not belong to the Denied group.



Ticket creation & encryption with the RODC krbtgt key

TGS requesting

Processing TGS response & decription with the session key

Getting the keys

SAMR enumeration:

1. List all users in domain: SamrEnumerateUsersInDomain (-full)

2. List users allowed to replicate: SamrEnumerateUsersInDomain –
SamrGetMembersInAlias (Denied RODC Password Replication)

Introducing a new attack vector

keylistattack.py

User listing

Ticket requesting

Listing by parameter (LIST)

1. Define a target username (-t) 

2. Define a file with a list of target usernames (-tf)
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Introducing a new attack vector

1. Audit enumeration operations:

• SAMR enumeration: Event 4661 - A handle to an object was requested (Object Type: SAM_DOMAIN, 

SAM_ALIAS, SAM_GROUP).

• LDAP enumeration

2. Audit Kerberos Service Ticket Operations

• Success requests: Event 4769 - A Kerberos service ticket was requested (Ticket Options: 0x10000 -

Proxiable)

• TGT revoked: Event 4769 - A Kerberos service ticket was requested (Failure Code: 0x14 -

KDC_ERR_TGT_REVOKED)

How to detect this attack?



Introducing a new attack vector

1. Audit enumeration operations: SAMR



Introducing a new attack vector

KDC_ERR_TGT_REVOKED

2. Audit Kerberos Service Ticket Operations



Physical RODCs

• Don’t add “Authenticated Users” or “Domain Users” to have their passwords cached on RODCs. If it is required, 

these RODCs should be protected in a similar level to a writable DC.

• Limit the groups and accounts that have admin rights on RODCs. Ensure regular user accounts aren’t RODC 

administrators. 

• Add all privileged groups and accounts to the “Denied RODC Password Replication Group”.

Virtual RODCs (Azure AD Kerberos Server)

• The Azure AD Connect server contains critical identity data and should be treated as a Tier 0.

Introducing a new attack vector

How to mitigate this attack?

From adsecurity.org



Conclusions



• Both physical and virtual RODCs can be attacked. 

• The attack surface in virtual RODCs is more extensive due to the required replication 
permissions.

• The accounts to attack don’t need to be cached on the RODC.

• No administrator credentials are needed, and if you have a list of users, you don't 
even need credentials.

• The attack requires that there is at least one DC server with the updated versions of 
Windows 2016/2019.

Conclusions



Resources

https://github.com/SecureAuthCorp/impacket

Impacket’s Github repository

Latest from SecureAuth Labs

https://www.secureauth.com/category/latest-from-secureauth-labs/

Microsoft Documentation

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-kile

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-

authentication-passwordless-security-key-on-premises
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Thank You!


